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OINIPEJAEJIEHUSA

B HacrosimieM [OOKyYMEHTE HCIIOIB3YIOTCS CIEAYIOIME TEPMHUHBI U HX
ONIPENCIICHUS.

ABTOMATH3MPOBAHHASl CHCTEMa — CHCTEMA, COCTOsIIIas W3 IepcoHana u
KOMIUIEKCa CPEACTB aBTOMATU3ALUU €T0 ACSITEIbHOCTH, peaau3yolas nHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJTHCHUS YCTAHOBIICHHBIX (DYHKITHIA.

AyTeHTH(PUKALIMSA OTIPABUTE/IA JAHHBIX — IOATBEPKICHUE TOTO, YTO OT-
MIPaBUTEIb MMOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

be3onacHOCTh NMEPCOHANBHBIX [JAHHBIX — COCTOSIHUE 3allUIIEHHOCTH
NEPCOHATBHBIX  JAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO  MOJIb30BATENEH,
TEXHHYECKUX  CPEICTB HW  WH(POPMAIMOHHBIX  TEXHOJIOTUH  OOCCIEYHTH
KOH(UIEHIIMATBHOCTb, LEIOCTHOCTh U JOCTYMHOCTh NMEPCOHAIBHBIX JAHHBIX NpU
X 00paboTKe B MH()OPMAIIMOHHBIX CHCTEMAaX MEPCOHAILHBIX JaHHBIX.

buoMerpuyeckue mnepcoHAJbHbIC [JaHHbIE — CBEACHUSA, KOTOPHIE
XapaKTEePU3yIOT (HU3UOJIOTHUECKHE OCOOEHHOCTH YEJIOBEKAa U Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBUTH €T0 JUYHOCTh, BKJtOoUas (GoTorpaduu, OTIEUYATKH MaJbIEB,
oOpa3 ceTyaTKu TIJ1a3a, OCOOEHHOCTH CTPOCHHS Tella W JAPYIyK MOJI00HYIO
uH(pOpMaIIHIO.

BiaokupoBaHue MNEPCOHAJBHBIX JAHHBIX — BPEMEHHOE IMpEKpalleHue
00pa0OTKH MEPCOHAIBHBIX JAAHHBIX (3a MCKIIOYEHUEM CIydaeB, €Cliu oOpabdoTKa
HeoOXoauMa JijIsl yTOYHEHUS IEPCOHATBHBIX JaHHBIX ).

Bupyc (KOMIbHOTEPHBIA, MPOrPAMMHBII) — UCIIOJHIEMbIA TPOTPAMMHBIN
KOJI WJIM UHTEPIPETUPYEMbI HAOOpP MHCTPYKIMM, 00Jaaroniuii CBONCTBaMH He-
CaHKI[MOHUPOBAHHOTO PACIPOCTPAHEHUSI M camoBocrnpousBeaeHusa. Co3naHHbIe
NyOIUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCET/la COBIAJAIOT C OPUTHMHAIOM, HO CO-
XPaHSIOT CIIOCOOHOCTh K JTaJbHEHIIIEMY paclpOCTPaHEHUIO U CAaMOBOCIIPOU3BE/IC-
HUIO.

BpeaonocHas nporpamma — nmporpaMmma, NpeiHa3HauYeHHas ISl OCYyIEeCTB-
JIEHUSI HECAHKIIMOHUPOBAHHOTO JOCTyIa W (WJIM) BO3JACUCTBUSA Ha MEPCOHAIbHBIC

JAHHBIE WK PeCypChl UHPOPMAIIMOHHONW CUCTEMBI ITEPCOHATBHBIX JaHHBIX.



BcnomoraresibHble TeXHHYECKHE CpPeICcTBAa M CHCTeMbl — TEXHUYECKHE
CpEICTBa U CHUCTEMBbI, HE MpeIHa3HAUCHHbIE I Nepeaay, 00pabOTKU U XpaHEHUs
NEPCOHAJIBHBIX JAaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEICT-
BaMU U CHCTEMaMH, IpeIHAa3HAYCHHBIMU JUIsI 0OpaOOTKU MEPCOHATbHBIX JaHHBIX
WIM B TMOMEIIEHHUAX, B KOTOPBHIX YCTAHOBJIEHbI MH(OPMAIMIOHHBIE CHCTEMBI IEPCO-
HaJIbHBIX JaHHBIX.

Jloctynm B ONEPAlMOHHYK cpeay KoOMIbKHTepa (MHPOPMAUOHHONI
CHCTeMbI TMEPCOHAJBHBIX JaHHBIX) — TOJy4YeHHE BO3MOXKHOCTH 3allycka Ha
BBIMIOJIHEHWE INTATHBIX KOMaHJ, (YHKLHWM, MpOLEeTyp ONEpalMOHHOM CHUCTEMBI
(YHUUTOXKEHUSI, KOMMPOBAHUS, TEpPEeMEIeHUus] W T.O1.), MCHOJHSAEMBIX (paiioB
MPUKIIAHBIX TPOTPAMM.

Joctyn Kk uH(OPMaNMU — BO3MOXXHOCTb MOMyYeHUs] UH(OPMAIMU U €€ HC-
M0JIb30BAHUSI.

3akJia109HOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMAIUHU, CKPBITHO
BHEJIPSEMbIN  (3aK/IQ/IbIBACMbIA WM BHOCHMBIM) B MeECTa BO3MOXKHOIO CheMa
uH(popmalmu (B TOM YHCIE B OTpaXKACHUE, KOHCTPYKIIMIO, 000pYI0BaHUE, MPEIMETHI
MHTEPhEPA, TPAHCHOPTHBIE CPEACTBA, & TAKKE B TEXHUYECKHE CPEACTBA U CHCTEMBI
00paboTku HHGOPMAIIUN).

3ammmaemasi uHpopmanus — uHGOpMAIUS, SBISIOMIASICS TPEIMETOM COO-
CTBEHHOCTH M TOJIEXAIlas 3alldTe B COOTBETCTBUM C TPEOOBAHUSIMU IIPABOBBIX
JIOKyMEHTOB WJIM TPE€OOBAaHUSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM MH(OPMAIIUH.

NnenTudukanus — npucBoeHHE CyOBeKTaM M OOBEKTaM JIOCTYyIa WACHTH-
dukatopa u (WIM) CpaBHEHHE TIPEIBSBIAEMOTO HICHTU(PUKATOpA C TEpeuHEM
PUCBOCHHBIX UACHTHU(PUKATOPOB.

HNHpopMaTUBHBIA CUIHAJ — DJIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKHUE, DIICK-
TPOMarHUTHbIE U Apyrue (PU3MYECKUE MOJsL, MO TMapaMerpamM KOTOPbIX MOMKET ObITh
packphbiTa KOHpUICHIIMaTbHAsA HH(popMaIms (TIepcoHATLHBIE JaHHBIC) 00pabaThiBacMast

B MH(OPMAIIMOHHOM CHCTEME MEPCOHATIBHBIX JJAHHBIX.



HNudopmanuoHHble TEXHOJOTHM — MPOLIECCHI, METOBI TIOMCKa, cOopa, Xpa-
HEeHUsI, OOpaOOTKH, TPENOCTABICHHS, PACIPOCTpaHeHUsT WH(OPMAIMA U  CHOCOOBI
OCYIIECTBIICHUS TAKUX MPOILIECCOB M METOJIOB.

Nudopmanuonnas cucreMa mnepcoHadbHbIX AaHHbIX (MCII[In) -
COBOKYITHOCTh COJEpXAaIIUXcsi B 0a3aX JaHHBIX TEPCOHAIBHBIX HAaHHBIX W
obecrneynBarOUMX WX 00pabOTKy MH(OPMALIMOHHBIX TEXHOJIOTUH M TEXHUYECKHUX
CPEICTB.

Hcnonb30Banne MNMEPCOHAJBHBIX JAAHHBIX — JIEHCTBUS (Omepairuu) C
MEPCOHAILHBIMU  JTAHHBIMH, COBEpIIIACMbIE OMEPATOPOM B IEIAX MPUHATHA
pPELIEHHA WA COBEPLICHHWS HHBIX JECUCTBUH, IOPOXKIAIOIIMX HOPUIUYECKUE
TIOCITICAICTBHSI B OTHOIICHUHM CYOBEKTa MEPCOHANBHBIX NAaHHBIX WM JAPYTUX JIHIL
100 MHBIM 00pa30M 3aTparuBaloNIMX MpaBa U CBOOOIBI CYOBEKTa EPCOHATBHBIX
TAHHBIX WU IPYTUX JIHII.

HcTounuk yrpo3nl 6e3onacHocTy UHGOPMAUMU — CYOBEKT JO0CTYIIa, MarTe-
PHATBHBIA OOBEKT WM (PU3UUECKOE SIBIICHUE, SIBIIFOIINECS MPUYIUHON BO3HUKHOBEHUS
yIpo3bl 0€30MacHOCTH MH()OPMAIIUH.

KoHTposupyemasi 30Ha — MPOCTPAHCTBO (TEPPUTOPUS, 31aHUE, YaCTh 3/IaHUs,
TIOMEIIIEHKE), B KOTOPOM HCKITIOYEHO HEKOHTPOIMPYEeMOe TNpeObIBaHHE MOCTOPOHHUX
JIUIL, & TAK)KE TPAHCTIOPTHBIX, TEXHUIECKUX M MHBIX MAaTePUATIBHBIX CPEICTB.

KonpuaeHunanbHOCTh MNMEPCOHANBHBIX [JAHHBIX — O00s3aTeIbHOE IS
coOMmoIeHNsT OTIEPaTOPOM HJIM WHBIM TIOYYHBIIMM JIOCTYI K TIEPCOHATIBHBIM JTAHHBIM
JUIIOM TpeOOBaHME HE JOMyCKaTh WX paclpocTpaHeHue Oe3 cornacusi CyObeKTa
HEePCOHATBHBIX JAHHBIX WM HAJIMYHMS HTHOTO 3aKOHHOTO OCHOBAHMS.

MexceTeBOM KpPaH — JIOKATBHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHATIBHO-
pacrpeneNieHHoe TPOorpaMMHOE  (IIPOrpaMMHO-AIIApaTHOE) CPEICTBO  (KOMILIEKC),
pea3yroliee KOHTPOIIh 3a HH(DOpPMAIIUEH, TIOCTYTAIOIIEH B HHPOPMAIMOHHYIO CUCTEMY
MIEPCOHATBHBIX JJAHHBIX U (MJIM) BBIXOSIIECH 13 HHGOPMAIIMOHHON CHCTEMBI.

Hapymure/ib 6€30MacHOCTH NMEPCOHATBHBIX JAHHBIX — (PU3MUYECKOE JIUIIO,

CIIy4aliHO WJIM TIPEAHAMEPEHHO COBEPILAIONIECE ICUCTBUSA, CIIEACTBUEM KOTOPBIX SIBISIETCS



HapyIIIeHne Oe30MacHOCTH TEPCOHATBHBIX JAHHBIX TPH MX OOpabOTKE TEXHUYECKUMMU
CpencTBamu B MHPOPMAITMOHHBIX CUCTEMAaX TIEPCOHATBHBIX TAHHBIX.

HeaBTomMaTuzupoBaHHass o0o0pa00TKa MNEPCOHAJBHBIX JAHHBIX —
00paboTKa MepCOHANBHBIX JTAHHBIX, COACPKANTUXCSI B MHOOPMAIIMOHHON CUCTEME
NEPCOHANIbHBIX JAaHHBIX JMOO M3BJICUEHHBIX W3 TaKOHW CHCTEMbl, CUUTAETCA
OCYUIECTBJICHHOM 0e3 UCITIOJIb30BAHUSA Cpe/CTB aBTOMaTHU3ALINU
(HEeaBTOMATH3UPOBAHHOM ), €CITN TaKWUE JIEHCTBUS C EPCOHATBHBIME JIAHHBIMU, KaK
UCIIOJIb30BAHUE, YTOYHEHUE, PpACIPOCTPAHEHUE, YHUUYTOKEHHUE MEePCOHATbHBIX
JAHHBIX B OTHOIIEHWU KAaXJIOTO U3 CYOBEKTOB TMEPCOHAIBHBIX JIAHHBIX,
OCYILECTBIISIIOTCS] IPU HEMOCPEICTBEHHOM Y4aCTUU YEJIOBEKA.

HeneknapupoBaHHble BO3MOKHOCTH — (YHKIMOHAJIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYHUCIUTEILHOM TEXHUKH, HE ONHCAaHHbIE WM HE COOTBETCTBYIOIIUE
OIMMCAHHBIM B JIOKYMEHTAlIMH, TIPU HCIOJIb30BAHUU KOTOPBIX BO3MOXKHO HapyllIeHUE
KOH(UICHIIUATBHOCTH, JOCTYIIHOCTH WM IIEJIOCTHOCTH 0OpaOaThIBaeMON  WH-
dbopmarmm.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKIIUOHMPOBAHHBbIE AeiCTBHS) —
JOCTYIl K MH(OPMAIMKA WM JIEUCTBUS C WH(pOpMAIUEH, HapyIIaloie MpaBmia pas-
rpaHUYEHHs JOCTyNa C HCHOJB30BAHUEM IITATHBIX CPEICTB, MPEIOCTABISEMBIX
UH(OPMAITMOHHBIMHA CHCTEMaMH TTEPCOHAIBHBIX JTAHHBIX.

Hocutenb ungopmanum — Gu3nNUecKoe JUIO WM MaTepHaIbHBIA 00BEKT, B
TOM 4HCIIe (PU3UUECKOE M0JIe, B KOTOPOM MH(GOPMAITUSI HAXOIUT CBOE OTPAXKEHUE B BUJIE
CHIMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMUYECKUX PEIICHUI 1 TIPOIIECCOB, KOMMYECTBEHHBIX
XaPAKTEPUCTUK (PU3NIECKUX BEITHUUH.

OO0e3TMYUBaHUE TEPCOHAJIBHBIX JaHHBIX — JICHCTBHUS, B pe3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXHBIM 0€3 WCIOJIb30BAHUS JOMOJHUTEIHHON
uH(OPMAITUU OTIPEICTUTh MPUHAIIC)KHOCTD ITEPCOHANTBHBIX JTAHHBIX KOHKPETHOMY
CyOBEKTY IEPCOHAIBHBIX JTAHHBIX.

OO0paboTka MepCcOHAJBHBIX JAHHBIX — JI000€ JeHCTBUE (Omeparus) uiu
COBOKYITHOCTh JIEHCTBUI (Omepalinii), COBEPIIAEMbIX C UCIOIb30BAHUEM CPEJICTB

aBTOMaTu3almm HJIN 0e3 HCIIOJB30BaHMUS TaKUX CpeACTB C IICPCOHAJIBHBIMU



JaHHBIMHU, BKJIOYash cOOp, 3amuch, CHCTEMAaTH3allMI0, HAKOIUICHHE, XpaHEHUE,
yTOuHeHHEe (OOHOBIEHUE, M3MEHEHHUE), M3BJICUCHHUE, HCIOJIb30BaHUE, Iepenavy
(pacnpocTpaHeHue, MpeaoCTaBiIeHUue, JOCTYI), OO0e3IMYMBaHUE, OJIOKHPOBAHUE,
ylajeHue, yHUUTOKEHUE ePCOHAIbHBIX JAHHBIX.

OOmeocTynHble MNMEepPCOHAJNbHbIE JaHHbIE — MEPCOHAIbHBIC JIaHHBIE,
JIOCTYIl HEOTPAHMYEHHOT'O Kpyra JMI[ K KOTOPBIM HPEIOCTaBI€H C COTrJlacus
CyObeKTa TMEpPCOHAJIbHBIX JIaHHBIX WJIA Ha KOTOPblE B COOTBETCTBHHM C
dbenepaibHBIMU  3aKOHAaMU HE pacHpocTpaHsieTcss TpeOoBaHUE COOMIOACHUS
KOH(UICHIIMATBHOCTH.

Oneparop (mepcoHANBHBIX [JAaHHBIX) — TOCYJApCTBEHHBIM Opras,
MYHUIUTNIATBHBIA OpraH, IOpUIAYECKOe WIH (PU3MYECKOE JIUI0, CAMOCTOSTEIHHO
WIA COBMECTHO C JIPYTHMMH JIMLIAMU OPTaHU3YIOMIME W (WJIM) OCYIIECTBIISIONINE
00pabOTKy MEepPCOHAIBHBIX JAHHBIX, a TaKXXe OMpPEACINSIONINe IeJIU 00padOTKU
NEPCOHANIbHBIX TAHHBIX, COCTAB MEPCOHAIBHBIX JAHHBIX, MOJIEKAIUX 00padboTKe,
nercTBus (omepaiumn), CoBepIIaeMble ¢ IEPCOHATBHBIMU JaHHBIMU.

Texnuyeckue cpeacrsa UHPOPMANUOHHOM CHCTEMbI NEPCOHAJIbHBIX
JAHHBIX — CPEJICTBA BBIYHMCIUTEIBHON TEXHHWKU, WH()OPMAITMOHHO-BBIUHUCITUTEILHBIC
KOMILJIEKCHI M CETH, CPE/ICTBA M CUCTEMBI Tiepeiauu, ipuema u oopadotku [1/11 (cpencrea
U CHUCTEMBbI 3BYKO3AIKCH, 3BYKOYCHJICHMS, 3BYKOBOCHPOM3BEICHHS, MEPErOBOPHBIE U
TEJIEBU3UOHHBIE YCTPOWCTBA, CPEACTBA W3TOTOBJICHHUS, TUPAKUPOBAHUS JTIOKYMEHTOB U
Jpyrve TEXHUYECKUE Cpe/icTBa 00pabOTKK peueBol, rpadudeckoi, BuIeo- U OYKBEHHO-
poBo MH(pOPMAIMK), IPOrPaMMHBIE CPEICTBA (OTNEPALMOHHBIE CHCTEMBI, CUCTEMBI
yIIpaBjieHus 0a3amMu JaHHBIX U T.I1.), CPEICTBA 3aIUTHI UH(OPMAIHH, TIPUMEHSIEMbIE B
MH(POPMAIMOHHBIX CUCTEMAX.

IlepexBar (uHopManmu) — HEMPABOMEPHOE TOJNy4YeHHE WHGOPMAIIN C
UCIIOJIb30BAHUEM TEXHUYECKOTO CpEICTBA, OCYIIECTBIISIIOUIETO OOHApY>KEHHE,
npueM 1 00paboTKy MHHOPMATUBHBIX CUTHAJIOB.

IlepconanbHble TaHHBbIE — J00ass UHPOpPMAIIKS, OTHOCAMIASACA K TPSIMO
WIM KOCBEHHO ONPEJCICHHOMY WU OMNpeAensieMoMy (QHU3NYECKOMY JIHILY

(cyOBeKTy mepCcOHaIbHBIX JaHHBIX);



IloOouHBbIe  FJIEKTPOMATHUTHBIE  W3JIy4YeHMS M  HABOIAKH  —
AIIEKTPOMArHUTHbIE HM3IYYEHHUS TEXHHUUYECKUX CPEICTB OOpaOOTKH 3aIMIacMOn
uH(poOpMalMK, BO3HHUKAIOIIME Kak [OOOYHOE  SIBJIEHUE U  BbI3BaHHbBIC
IIEKTPUYECKUMU CUTHAJIAMU, IEUCTBYIOIIUMH B UX JEKTPUUYECKUX U MAarHUTHBIX
LEIMsAX, a TAKXKE JEKTPOMArHUTHBIE HABOJKU 3THX CUTHAJIOB HA TOKOMPOBOSIINE
JIMHUM, KOHCTPYKIUU U LIEH MUTAHUSL.

IHonuTKa  «YHCTOr0  CTOJAA» —  KOMIUIEKC  OpraHU3allMOHHBIX
MEpOTNPUATHNA, KOHTPOJUPYIOUIUX OTCYTCTBUE 3alUChIBAaHUS Ha OyMakKHbIC
HOCHUTENH KIIoued M arpuOyToB noctyna (mapojeil) m XpaHeHHs HUX BOIU3U
00BEKTOB JIOCTYIIA.

I[Hoab30oBaTe b HHPOPMAUOHHON CHUCTEMBbI NMEPCOHAJIBHBIX JAHHBIX —
JUIO, YydYacTByiollee B (YHKIMOHUPOBAHUU HMH(POPMALMOHHON CHCTEMBI
NEPCOHATIBHBIX JAHHBIX WJIA UCTIONB3YIOUIEE PE3yIbTaThl €€ PYHKIIMOHUPOBAHMUS.

IIpaBuwia pasrpaHnYeHusi 10CTYNA — COBOKYIMHOCTb MPaBUII, PErJIaMEeHTHU-
pYIOILIUX MpaBa A0CTyIa CyOBEKTOB AOCTyIa K 00bEKTaM JOCTYTIA.

IIporpamMmmuas 3aKJiajKa — KOoJ IPOrpaMMbl, IPeIHAMEPEHHO BHECEHHBIH B
IIPOrpaMMYy C LEJNBI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJOKHUPOBATh, YHUUTOKUTh
WH(pOpMAIINIO WM YHUUTOXKUTh U MOJU(PUIIMPOBATH MPOrPpaMMHOE OOECIieueHre
MH(OPMAIMOHHONW CUCTEMBbI NIEPCOHATBHBIX JaHHBIX W (MJIM) OJIOKMPOBATH amma-
paTHBIE CPEACTBA.

IIporpamMHoe  (MpOrpaMMHO-MaTeMaTH4eCKOe)  BO3AelCTBHE  —
HECAaHKIIMOHMPOBAHHOE  BO3JICWCTBHE HA  PECypchbl  aBTOMAaTHU3UPOBAHHOMU
UH(GOPMAIIMOHHON CHUCTEMBI, OCYILECTBISIEMOE C HCIOJIb30BAaHUEM BPEIOHOCHBIX
IPOrpaMM.

PackpbiTHe NEPCOHAJBHBIX JAHHBIX — YMBIIUICHHOE WM CIydaiiHOe
HapylleHne KOHQUICHIIMATbHOCTH IEPCOHATBHBIX JaHHBIX.

PacnpocTpaHenne mepcoHAJBHBIX JTAHHBIX — JCHCTBUSA, HANpaBIICHHbIE

Ha PACKPBITHE NEPCOHAIBHBIX JaHHBIX HEONPEACIEHHOMY KPYTY JIUII.



Pecypc nH(popManinoHHO# CHCTEMBbI — HMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKJIATHOTO W arnmapaTHoOro oOecrieueHus (GyHKIIMOHUPOBAHUS
MH(OPMAIMOHHON CUCTEMBI.

CneunnajibHble KaTerOpMH MNEePCOHAJBHBIX [AHHBIX — TMEPCOHAJIbHBIC
JTAaHHBIE, KAcCaIOIMecs PacoBOM, HAIIMOHATLHON NMPUHAJIEAKHOCTH, MOTUTHYECKUX
B3TJISII0B, PEITUTHO3HBIX WM PUIOCO(CKUX YOEKIIEHUN, COCTOSHUS 370POBbS U
WHTUMHOM XM3HU CyOBbEKTa MePCOHATBHBIX JTaHHBIX.

CpeacrBa BbIYMCIUTEIbHON TEXHUKH — COBOKYTHOCTh IPOrPAMMHBIX U TEX-
HUYECKHX 3JIEMEHTOB CHUCTEM OOpaOOTKM JaHHBIX, CHOCOOHBIX (DYHKIIMOHHPOBATH
CaMOCTOSITEJIbHO WJIM B COCTABE JIPYTUX CHCTEM.

CyObekT mocryna (cy0ObeKT) — JMIO WIK MPOLECC, ACUCTBUS KOTOPOTO per-
JAMEHTHPYIOTCS TPAaBUJIAMU pa3rpaHUYEHUs TOCTYMa.

TexHuyeckuil KaHaJ yTeukd MHGOpMALMKM — COBOKYITHOCTb HOCUTEIS UH-
dbopmatmu  (cpeactBa 00pabOTKU), (DU3MUECKOW Cpedbl pachpocTpaHeHus: HH)Op-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMHE JOOBIBACTCS 3aIuiiaemas HHpopMarus.

TpancrpanuyHasi mnepegadya NepPCOHAJBHBIX JaHHBIX — IIepenaya
NEPCOHANIBHBIX  JIAHHBIX  ONEpPaTopoM 4epe3 [oCynapCTBEHHYHO TpaHUILY
Poccuitickonn ~ ®dexepanii  OpraHy  BJACTH  HMHOCTPAHHOIO  T'OCYZApCTBA,
(bU3HMYEeCKOMY MJIH IOPUANYECKOMY JIMIY MHOCTPAHHOTO FOCYJapCTBa.

Yrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCIJIOBUI U
(akTopoB, CO3MAIOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIIy4alHOTO,
JIOCTYTA K MEPCOHAITBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOI'O MOKET CTaTh YHUYTOKEHHE,
U3MEHEHHE, OJIOKUPOBAHKE, KOITMPOBAHUE, PACIIPOCTPAHEHHE MIEPCOHANIBHBIX TAHHBIX, a
TaKKe UHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUIA MPHU MX 00padOTKEe B MH(POPMAITMOHHOMN
CHCTEME NIEPCOHATIBHBIX JIaHHBIX.

YHUYTOKEHHE TEePCOHAIbHBIX JAHHBIX — JICWCTBUS, B pE3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MO>KHBIM BOCCTAHOBUTH COJIEP)KaHHME MEPCOHAIBHBIX
JAHHBIX B WHGOPMAIIMOHHONW CHCTEME TMEePCOHAIBHBIX JAaHHBIX M (WId) B
pe3yibTaTe KOTOPBIX YHHMUTOXKAIOTCS MaTepHabHbIE HOCHTENIN MEPCOHAIBHBIX

JTaHHBIX.



10

Yreuka (Bammmmaemon) MHGOPMALMU IO TEXHHYECKHM KaHAJIaAM —
HEKOHTPOJIMPYEMOE PacIipoCTpaHeHne UH(GOPMALIMK OT HOCHTENS 3aIlMInaeMoil HHGOp-
MalMK 4Yepe3 (PU3MUECKYl0 Cpedy [0 TEXHMYECKOTO CpEICTBA, OCYLIECTBIIIOLIETO
nepexBaT HHPOpMaIIH.

Ys3BUMOCTB — CI1a00CTh B CPEACTBAX 3ALUTHI, KOTOPYIO MOYKHO MCIIOJIB30BaTh
JUIsl HApyLLIEHHsI CUCTEMBI WM COZIEp Kallieiicsl B HEM MH(pOpMAaLUH.

HenocTHocTh MHGOPMAIUM — CTIOCOOHOCTH CPEICTBA BBHIYMCIUTEIILHON TEX-
HHMKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00ECIEUMBATH HEM3MEHHOCTh MH(OPMALIUK B

YCIIOBHSIX CITy9altHOTO W/WJM TIPEIHAMEPEHHOTO UCKKEHHUS (Pa3pYILICHHS ).



OBO3HAYEHUSA U COKPALLIEHUSA

ABC — aHTUBHpYCHBIE CPEJICTBA

APM — aBTOMaTH3upOBaHHOE pabouee MeCTO

BTCC — BcnoMoraTeibHble TEXHUYECKHUE CPEICTBA U CUCTEMBI
WCI1JIH — nadopMaIpioHHas: CHCTEMA MIEPCOHATHLHBIX TAHHBIX
K3 — koHTpompyemas 30Ha

JIBC — nokanbHast BBIYUCIUTENBHAS CETh

MD — MexceTeBo 3KpaH

HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYIT

OC — oneparnmoHHas cuctema

I1/11 — mepcoHabHbIE JaHHBIE

[IMB — rmporpaMMHO-MaTEMaTUYECKOE BO3ACHCTBHUE

[1O — mporpamMmMHOe obecrieueHue

[ITODMHH — no604HbIe JIEKTPOMArHUTHBIC U3 Ty4YeHHS M HABOJIKU
CA3 — cucrema aHanm3a 3alIUIICHHOCTH

C3U — cpencTna 3amuThl HHPOPMAITUH

C3I1/In — cuctema (mojcucTema) 3aiuThl IEPCOHATBHBIX JJAHHBIX
COB — cuctema oOHapyXeHUSI BTOP)KEHUN

TKY U — Texandeckuie KaHaAIbl yTeUKH UHDOpMAIHn

VYBIIIH — yrpo3bl 6€30MacHOCTH IEPCOHATBHBIX JAHHBIX

11
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BBEJAEHUE

Hacrosimass  Ilonutuka wuHbOpManuoHHOW Oe3omacHOCTH  (damee —
[lonutuka) B 0OIIECTBE C OTPaHHUYEHHOM OTBETCTBEHHOCTHIO «Asbraup CM»
(manee mo tekcty — OO0 «Anbraup CM»), sBisgeTcss opUIUAIbHBIM JIOKYMEHTOM.

[lomutrka pa3paboTaHa B COOTBETCTBMM C IEIsAMH, 3a7adyaMu |
MPUHITUTIAMU 00EeCTICUeHHS O€30MaCHOCTH NIEPCOHATBHBIX TAHHBIX, N3JI0KCHHBIX B
[Tonoxxenuu nndopmanronnoit 6ezonacuoctu UCIIIn OO0 «Anbpraup CMy.

[Tonutuka pa3paboTaHa B COOTBETCTBUU ¢ TpeOoBaHusiMu DenepaibHOTO
3akoHa oT 27 wuronsg 2006 r. Noe 152-®3 «O mnepcoOHAIBHBIX JaHHBIX», Ha
OCHOBaHMH:

— TpeOoBaHuii K 3aUTe TEPCOHATBHBIX JaHHBIX TpH WX 00paboTke B

WH(QOPMAIIMOHHBIX CHUCTEMaxX TMEPCOHAIBHBIX JAHHBIX, YTBEPKICHHBIX

[Tocranosnennem IIpaBurenscta PO ot 01.11.2012 1. Ne 1119;

—  IIpuxaza ®CTIK Poccuu ot 18 depans 2013 roga Ne 21 «O0 yTBepKIeHUM
CoctaBa W COJICpYKAHUS OPraHM3AllMOHHBIX W TEXHHYECKHX MEp II0
obecreueHni0 OE30MaCHOCTH TEPCOHANBHBIX JaHHBIX MPU UX 00paboTke B

I/IH(i)OpMaI_II/IOHHBIX CUCTEMaxX MCPCOHAJIbHBIX JAHHBIX);

—  TunoBeix TpeOOBaHUH MO OpPTaHU3AIMU U 00eCTIeUeHNI0 (DYHKIIMOHUPOBAHUS
mUGpOBAIbHBIX (KpUnTOrpadMyecKux) CpeacTB, MNpPeIHA3HAUYCHHbIX MJIs
3alMTel  MHQOpMaMK, HE coJepKalleld CBEJISCHHUHM, COCTaBJISIOIINX
rOCy/IapCTBEHHYIO TallHy B Clly4ae U3 HCIOJb30BaHUS JJsi OOecreueHus
0e30MacHOCTH  MEPCOHAIBHBIX  JAaHHBIX NOpd  UX  o0paboTke B
UHPOPMAILIMOHHBIX CUCTEMaX TMEPCOHAJIBHBIX JAaHHBIX, YTBEPXKIECHHBIX

pykxoBojactBoM § LlenTpa ®CB Poccun 21.02.2008 1. Ne 149/6/6-662.
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B Ilomutuke omnpenenensl TpeOoBanus k nepcoHany MCIIJIH, creneHb
OTBETCTBEHHOCTH  MEpCOHalla, CTPYKTypa W HEOOXOJUMBIH  YPOBEHb
3aIUIIEHHOCTH, CTaTyC MW  JOJDKHOCTHBIE  OOSI3aHHOCTH  COTPYAHMKOB,

OTBETCTBEHHBIX 3a oOecreueHue 0e30macHOCTH nepcoHanbHbIX AaHHbIX B UCIIIH

00O «Anptaup CM».
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1.00111e moJ1oxKeHus

Lensto Hacrosiiedt Ilonmutuku siBhsieTcss obOecrnedeHne O€30MacCHOCTH
00bekToB 3amuTel OO0 «Anbraup CM» OT BceX BUAOB YIpo3, BHEIIHUX U
BHYTPEHHHUX, YMBILIUICHHBIX M HENpeIHAMEPEHHBIX, MHUHUMHU3alMs yiiepda ot
BO3MOXKHOM peanuzaiuu yrpo3 6e3zonacuoctu [1/1n (YBIIn).

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTACTCS IMYyTEM MCKIIOUCHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4allHOro, JOCTyIa K IMEepCOHATbHBIM
JAHHBIM, PE3YJIbTATOM KOTOPOI'O MOXET CTaThb YHUUYTOXKEHUE, W3MEHEHHE,
0JIOKMpOBaHUE, KOMMPOBAHUE, PACIIPOCTPAHEHHUE NMEPCOHAIIBHBIX JJAHHBIX, a TAKKE
VHBIX HECAaHKIIMOHUPOBAHHBIX JECUCTBUM.

Nudopmarus u cBs3aHHBIE ¢ HEW PECYpPCHI JTOJDKHBI OBITH JOCTYIHBI JIJIS
aBTOPU30BAHHBIX IMOJIb30BaTENe. JIOMKHO OCYIIECTBISATBCS CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIIJIH.

JIOJDKHO ~ OCYIIECTBIATHCS — MPENOTBpPALIEHUE MPEIHAMEPEHHBIX  WJIU
CIIy4ailHbIX, YACTUYHBIX MJIM MOJHBIX HECAHKIIMOHUPOBAHHBIX MOJAU(PUKALNNA WU
YHUYTOXEHUS TAHHBIX.

CoctaB 00BEKTOB 3alUThl TMpeacTaBieH B «llepeduHe mnepcoHaNbHBIX
JAHHBIX, TTOJICKAIINX 3AIIUTEY.

Cocras UCITIH nognexamux 3anmre, npeacrtasieH B «Ilepeune UCTTn».
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2.00JacTh aeicTBUA

TpeboBanust Hacrosimei I[loauTuku  pacmpocTpaHsiOTCsS Ha  BceX
cotpynaukoB OO0 «Anpraup CM» (IITaTHBIX, BPEMEHHBIX, Pa0OTAIOMIUX IO

KOHTPAKTY H T.I1.),  TAK)KE BCEX MPOUMX JIAL (MOAPATINKHU, ayTUTOPHI U T.I1.).
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3.Cucrema 3alUThI EPCOHATbHBIX JAHHBIX

Cucrema 3amuthl nepcoHanbHblx JaHHbIX (C3IIIH), cTpouTcss Ha

OCHOBaHHH:

—  Hrorosoro oruera 06 oo6cnemoBanuu UCITH;

—  Oruera o0 pe3ynbrarax NpoBEACHUS BHYTpPEHHEN NpoBepkH 3amuThl [1J{H Ha
OYMa)KHBIX HOCHUTEJISIX.

—  Ilepeuns nepcOHANBHBIX AAHHBIX, MOJJIEKAIIUX 3ALIUTE;

—  Axra xiaccudukanuu nHGOPMAITMOHHOW CUCTEMBI TIEPCOHATBHBIX JaHHBIX;

—  Moguenu yrpo3 6€30MacHOCTH IEPCOHATBHBIX JTaHHBIX;

— Marpunpl gocTyna TOJb30BaTeNied K 3allMIaeMbiM HHGOPMAITMOHHBIM
pecypcam UCII/IH;

—  PyxoBogsmmx nqokymeHToB ®CTIK Poccun u @Cb Poccun.

Ha ocHoBaHWMM 5THUX JOKYMEHTOB OIpEIEISIETCS HEOOXOAMMBIA YPOBEHB
samuuieHHocty [1In kaxmon HMCIIJn OOO «Ansranp CM». Ha ocHoBaHum
aHallM3a akTyaJbHBIX yrpo3 OeszomacHoctu I[1/lH ommcanHoro B Mogenu yrpos,
JieaeTCs 3aKII0UeHNEe O HEOOXOIUMOCTH MCTIOIB30BAHMS TEXHUYECKUX CPEACTB U
OpraHU3allMOHHBIX ~ MEpOIpUATH s oOecrnedyeHus: Oe3omacHoctu  [1/]H.
Bri6pannabie HE0OX0IMMbIE MEPOIIPUATHS OTpaxkatotcs B [Imane mepornpusituii mo
obecrieuenuto 3amuthl [1]1H.

Jns UCIT/IH nomxeH ObITh COCTABJIEH CIMCOK UCMOJIb3yeMbIX TEXHUYECKUX
cpeacTB 3amuThl (ganmee - CHHCOK), a TaK € MPOrpaMMHOIO OOecCIeUCHHS
yudactBymomiero B oopadotke I1J[H, Ha Bcex anementax UCIIJH:

—  APM noap3oBareneii;

—  CepBepa IpuI0KEHUI;

—  CVYbB/;

—  I'panuna JIBC;

—  KananoB nepenaun B ceTu oOIEro Mojab30BaHUs U (WJIH) MEXIYHAPOIHOTO

obmeHna, ecnu o HuM tiepegatorcs [1/1x.
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B 3aBucumocTtu ot ypoBHs 3amuiieHHoctd UCII[IH U akTyalbHBIX yrpos,
C3I1/IH MOKeT BKJIIOYATh CIEAYIOIINE TEXHUYECKHE CPEACTBA!

—  aHTUBHUPYCHBIE CpPeACTBa JIJIsl paObOYKMX CTAaHIUK MOJIb30BATENECH U CEPBEPOB;

—  CpEACTBAa MEXKCETEBOIO 3KPAaHUPOBAHUS,

— cpeacTtBa kpunrorpadpuyeckoi 3amuThl HMHQOpMAIMM, TIpH Iepeaayde
3aluIaeMon HHPOpMaIUH M0 KaHajlaM CBSI3U.

Takke B CHHUCOK JOJDKHBI OBITh  BKJIIOYEHBl (YHKUMUUA — 3aLIUTHI,
oOecrieurBaeMble IITAaTHBIMU cpeAcTBaMu o0OpaboTku IIJIH omnepanroHHBIMU
cucremamu (OC), mnpuknagabiM  [IO0 uw  chnenuaabHBIMH — KOMIUICKCAMH,
peanu3yroumMu cpeacTna 3auThl. CMCOK PYHKIMHN 3aIUThI MOYKET BKIJIIOYATh:
—  yIpPaBJICHHME U PA3rpaHUYEHUE JOCTYIIA MOJIb30BATEIEH;

—  PETUCTpAIIO U y4eT JeHCTBUM ¢ nH(pOpMaITuei;
—  o0ecneunBaTh 1IEIOCTHOCTh JJAHHBIX;
—  TPOU3BOAMUTH OOHAPYXKEHUN BTOPKEHUU.

CHnHcoK HCIONBb3yEMBIX TEXHUYECKHX CpeIcTB oTpaxaercs B «llmane
MEPOMPUIATHIA MO O0O0ECIEeYEHUIO 3allUThl TMEPCOHATBHBIX JaHHBIX». CHHCOK
MCIIOJIb3YEMBIX CPEJICTB JIOJKEH MOANEPKUBATHCS B AKTyalbHOM cOCTOssHUM. [Ipn
M3MEHEHHHM COCTaBa TEXHUYECKUX CpeAcTB 3amuThl uiu snementoB MCII/IH,
COOTBETCTBYIOIINE U3MEHEHHS AOJKHBI ObITh BHECEHBI B CIIMCOK U YTBEPHKIACHBI
pykoBogutenieM OOO «Anpraup CM» wiM JIHMIIOM, OTBETCTBEHHBIM 3a

obecneueHue 3ammTel [1J1H.
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4. TpedoBanus k nogcucremam C3I1/In

C3I1/1x BrIIIOYAET B ceOs1 CASAYIONTUE TTOACUCTEMBI:
—  yOpaBJEHHUs NOCTYIIOM, PETUCTPALIMH U YUETa;
—  obecrieueHus eIOCTHOCTH U JJOCTYITHOCTH;

—  AQHTUBUPYCHOM 3allUTHI,

—  MEXKCETEBOIr0 3KpaHUPOBAHUS,

—  aHaJIM3a 3allUIICHHOCTH;

—  0oOHapy>XeHHS BTOPIKEHU;

—  Kpunrorpaduyeckoi 3aiuThl.

[Moacuctemsr C3IIJIH MMEIOT pa3IUyYHBIN (PYHKIHMOHAT B 3aBUCUMOCTU OT
kinacca MCIIH, onpeneneHHoro B «AkTe kiaccudukaumu WHOOPMAMOHHOU
CUCTEMBI MEPCOHATbHBIX JAHHBIX». CIHCOK COOTBETCTBUS (DYHKUMU MOACHCTEM
C3II[JH krnaccy 3allUIIEHHOCTA TNPEACTABICH B TEXHUYECKOM 3aJlaHUU TI0
CO3/IaHUI0 CHCTEMbl 3alUThl HMHPOpMAMK UHPOPMAIMOHHONM  CHUCTEMBI
NEPCOHAIIBHBIX JAHHBIX.

[loacucTeMsl yIipaBICHHUS JOCTYIOM, PETUCTPALIMU U y4eTa

[ToncucreMa ynpaBieHUsl AJOCTYIIOM, PETUCTPALlMUA U y4YeTa MpeHa3HaueHa

JUTSL peasin3aliy CIeAYoMMUX QyHKIIHMA:

—  uACHTH(UKAINK U TMPOBEPKH MOIIMHHOCTH CYOBEKTOB JIOCTYIA MIPH BXOJC B
NCIIdn;

—  uJIeHTU(UKAIMK TEPMHHAJIOB, Y3JIOB CETH, KaHAJIOB CBS3U, BHEIIHUX
YCTPOMCTB IO JIOTHYECKUM UMEHAM;

—  uACHTH(UKAIMK MPOTPaMM, TOMOB, KaTaJloroB, (ailyioB, 3amuceid, moJien
3anuceil Mo UMEHaM,;

—  peructpainuu Bxojia (BbIxo/a) CyOBEKTOB JOCTyIa B CUCTEMY (U3 CHCTEMBI),
00 perucTpalus 3arpy3ku U MHUIMATU3al[uu ONepalliOHHON CUCTEMBI U €€

OCTaHOBaA.
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—  perucTpanuuy TMOMBITOK JOCTyla NPOrpaMMHBIX CPEACTB (Iporpamm,
MPOIIECCOB, 3a/1a4, 3aJjaHui) K 3alUIIIaeMbIM (aiiiam;

—  perucTpauuy IOINBITOK JOCTYNa MPOrPAMMHBIX CpPEICTB K TEPMHUHAIIAM,
KaHajaM CBSI3M, IIporpaMmaM, TOMam, Katajoram, gaiaam, 3amuicsM, MojsMm
3aIMCen.

[ToacucreMa ymnpaBiaeHUs JOCTYIIOM MOXET ObITh peaii30BaHa C MOMOIIBIO
ITaTHBIX cpencTtB oOpabotku I/l (omepauuoOHHBIX CHUCTEM, MPUIIOKEHUN U
CYB]I). Tak ke MOKeT ObITh BHEIPEHO CICIHAIBHOEC TEXHHUYECKOES CPEICTBO HMIIU
WX KOMIUIEKC OCYIIECTBISIONINE JOTOJHUTEbHBIC MEpPhl M0 ayTeHTU(UKAIUU U
KOHTpoOJt0. Hampumep, nNpuMeHEHHWE €AWHBIX XPAaHWIWIL YYETHBIX 3anucei
MOJIb30BaTENEH u PEruCTpalOHHOMN uHdopmarm, UCIIOJIb30BAHUE
OMOMETPUYECKUX M TEXHUYECKUX (C TMOMOIIBIO AJIEKTPOHHBIX MPOITYCKOB) MEp

ayTeHTU(UKALUU U APYTHUX.

[loacucrema obecneyeHus NEJIOCTHOCTH M JOCTYITHOCTH

[Toncucrema oOecrneueHus: LETOCTHOCTH M JOCTYMHOCTH MpeAHa3HaueHa
JUIsi  o0ecriedeHusl IeJOCTHOCTH W aoctynHoctd [IJIH, mnporpaMMHbIX U
annapatHbix cpencts UCIIAH OOO «Ansranp CM», a Tak k€ CPEeICTB 3allMTHI,
P CIy4YaliHOW WJIM HaMEPEHHON MOIU(pUKAIIIH.

[logcucrema peamus3yeTcs C NOMOLIBIO  OpraHUW3aluyd  PE3EPBHOIO
KOTIUPOBaHUS 00pabaThIBAEMBbIX JIaHHBIX, a TaK K€ PE3epPBUPOBAHUEM KITFOUEBBIX
anemenToB UCII/IH.

[loacucTeMa aHTMBUPYCHOM 3aILIMTHI

[loncucreMa aHTUBHPYCHOM 3alIUThl MpeIHA3HAu€Ha sl oOecreyeHus
aHTUBUPYCHOM 3amuThl cepBepoB 1 APM nons3oBareneit UCII[In OOO «Anbraup
CM».

Cpencrtea aHTMBHPYCHOM 3allUThl MPEAHA3HAYEHbl [UI pEANTH3alHU
CIeMyoNUX (PYHKITHI:

—  PE3UACHTHBIM AaHTUBUPYCHBIM MOHUTOPUHT;

—  AHTUBHUPYCHOE CKaHUPOBAHME;
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—  CKpHIT-0JIOKHPOBAHUE;

—  LIEHTPaAJIM30BaHHYIO/y/IaJeHHYI0 YCTaHOBKY/JACHHCTAUIALNIO aHTUBUPYCHOTO
OpOAYKTa, HACTPOWKY, aJAMHHHCTPHUPOBAHUE, NPOCMOTP OTYETOB H
CTaTUCTUYECKON MHPOpMALIMK 110 pabOoTe MPOIYKTA;

—  aBTOMAaTU3MPOBAHHOE OOHOBJICHHE AaHTHBUPYCHBIX 0a3;

—  OrpaHMYEHHE MpaB I0JH30BATENsl Ha OCTAHOBKY MWCIIONHSIEMBIX 3a7ad U
M3MEHEHUS! HACTPOEK aHTUBUPYCHOTO TPOrPAaMMHOT0 00ECIICUEHUS;

—  aBTOMAaTHYECKHUH 3aIyCK cpasy Moclie 3arpy3Ku ONeparioOHHON CUCTEMBI.

[Toncuctema peanusyercs myTeM BHEAPEHUS CIEHUaIbHOTO aHTUBUPYCHOTO

nporpaMMHoro odecrneuenus Ha Bce eMenTsl UCI/IH.

[loacucTreMa MEXKCETEBOI0 SKpaHUPOBAHUS

[ToncrucreMa MEXCETEBOrO SKPAHUPOBAHUS MpEHAZHAYEHA ISl pean3aluu
clemyronux QyHKITH:

—  (unpTpanmu OTKpHITOrO U 3amuppoBaHHOTO (3aKpsiToro) IP-tpaduka;

— ¢uKcaluu BO BHYTPEHHHMX JKypHaJlax UWHGOpPMAIMU O HPOXOJAIIEM
OTKPBITOM U 3aKkpbiToM IP-Tpaduxe;

—  uJIeHTUPUKAUUU U ayTCHTU(PUKALUIO aJMUHUCTPATOPa MEXKCETEBOTO IKpaHa
IIPU €ro JIOKAJIBHBIX 3alpocax Ha JIOCTYTI,

—  peructpanuu BXoja (BbIXO/Ja) aJMUHUCTpATOpPa MEKCETEBOTO HKpaHa B
cucteMy (M3 cuctembl) MO0 3arpy3kd M HMHULMAIM3AIUN CHCTEMBI U €€
IPOrPaMMHOI0 OCTaHOBA;

—  KOHTPOJISl HEJIOCTHOCTH CBOEH MpOorpaMMHOM U MH(GOPMAIIMOHHON YacTH;

—  (uIbTpalMK NAKETOB CIIYKEOHBIX MPOTOKOJIOB, CIYX AIIUX JJI THATHOCTUKA
U yTIpaBJIeHUs pab0TOM CETEBBIX YCTPONCTB;

—  (uIbTpallMM C YYETOM BXOJHOTO M BBIXOJHOI'O CETEBOr0 MHTEpdeiica Kak
CPENCTBO MPOBEPKHU MOJTUHHOCTH CETEBBIX aJPECOB;

—  PETHCTpalXH U yueTa 3alpaliuBacMbIX CEPBUCOB MPUKIIAIHOTO YPOBHS;
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—  OmoKMpoOBaHUS JOCTyNa HE UICHTU(DHUIIMPOBAHHOTO OOBEKTa WU CyOBEKTa,
MOJTMHHOCTH KOTOPOTO MIPH ayTeHTU(DUKAITMN HE TTOATBEPIUIIACh, METOIAMU,
YCTOWUYMBBIMU K IEPEXBATY;

—  KOHTpOJISl 32 CETEBOM aKTUBHOCTHIO MPUJIOKEHUM U OOHAPYKEHHSI CETEBBIX
aTax.

[loncucrema  peanusyeTcss  BHEJIPEHUEM  MPOTrpaMMHO-ANMapaTHBIX

KOMILJIEKCOB MEKCETEBOT0 3KpaHupoBanus Ha rpanuile JIBC, kmaccom He Hike 4.

[loacucreMa aHanM3a 3alIUIIEHHOCTHU

[Toxcucrema aHanm3a 3alTUIICHHOCTH, JIOJDKHA OOECIIEYMBATH BBISBICHUS
ySI3BUMOCTEH, CBsi3aHHBIX ¢ ommbOkamu B koHpuryparuu [10 UCIIIH, koTopsie
MOTYT OBbITh UCIIOJIb30BAHbI HAPYIIUTENEM JJISI pea3allii aTakh Ha CUCTEMY.

OYHKIIMOHAJT TOJCUCTEMBI MOXET OBITh peajn30BaH MPOTPAMMHBIMU U

nporpaMMHO-aIInapaTHbIMA CPCIACTBaAMMU.

IToncucrema 0OHAPYIKEHUS BTOPKEHUM

[Toncucrema oOHapy)EeHUSI BTOPKEHUM, JTOJKHA OOECIeUrBaTh BbISIBICHUE
cereBpiXx arak Ha oanemeHThl MCIIJIH mnomgkirodeHHBIE K CEeTSIM  OOIIero
MOJIb30BaHMS M (MJIM) MEKTYHAPOIHOTO OOMEHa.

OYHKIIMOHAJI TMOACUCTEMBI MOXET OBITh peaju30BaH MPOTPAMMHBIMU U

MporpaMMHO-AIINApaTHBIMH CPCIACTBAMMU.

[loxcucrema KDHHTOFD&d)H‘-ICCKOfI 341U THI

[Toncucrema kpunrorpaduueckoi 3amuThl MpeaHA3HAYCHA IJIS UCKITFOUSHUS
HC/ x 3amumaemoit uadopmaruu B UCII[IH OOO «Anbraup CMy», mipu ee
mepenayn 1O KaHajiaM CBSI3M  CeTell  oOmero Tmojib3oBaHWs U (WIH)
MEXIYHApOJIHOTO OOMEHa.

[Tomcucrema peanmsyeTcss BHEAPEHUS KPUNTOTpadUUECKUX MPOrPaMMHO-

allraparHbIX KOMIIJICKCOB.
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S.I1oan3oBaTean UCIIIn

B Tlonoxxenun wnHpoOpMannoHHONW O0€30MacHOCTH OMPEEICHbl OCHOBHBIC
KaTeropuu rmojs3oBareneid. Ha oCHOBaHMM ATHUX KaTEropuu JOJDKHA OBITh
npousBeAeHa Tunuzanus nonb3oBatenet MCIIJH, ompeneneH uX ypoOBEHb
JOCTyTIa U BO3MOKHOCTH.

B UCITIax OO0 «Ansraup CM» MOXHO BBIACIUTH CJICAYIOUIAE TPYIIIbI
M0JIb30BaTENEH, y4acTBYIOMIMX B 00paboTke 1 xpanenuu [1/1H:

—  Apmunuctparopa UCITH;
—  AamunHucTtpatopa 6€30MacHOCTH;

—  Onmneparopa APM;

JlanHple O rpymmax — [OoJIb30BaTeNsSIX, YPOBHE HMX  JOCTylla U
MH()OPMUPOBAHHOCTHU JOJIKEH OBITh OTpaXKEeH B Marpuiie AocTyna noJjib3oBaTesen

K 3allHUIIaeMbIM HH(HOPMAITMOHHBIM PeCypcam.

Anmvunuctparop UCIT

Anvunuctpatop  UCIIdH, corpymHuk OOO  «Anbramp  CMy,
OTBETCTBEHHBI 3a HACTpOWKY, BHeapeHue u conpoBoxaeHue HWCII/IH.
ObecneunBaeT GyHKIMOHUPOBaHUE NojcucTeMbl ynpasienus noctynom MCII/Ix
Y YIOJHOMOYEH OCYHIECTBJIATh MPEIOCTABICHUE W pa3srpaHUUYEHUE JTOCTYyIa
KoHeyHoro moJib3oBarens (Omeparopa APM) K snemeHTaMm, XpaHALIUM
NIEPCOHAJILHBIE IAHHBIE.

Anvunuctpatop MCII/IH o6mamaer creayronmM ypOBHEM JOCTyINa H
3HAHUMU:

—  obsagaeT nojaHOU UH(pOpMaLKel O CHCTEMHOM U MPUKIIATHOM MPOTPaMMHOM
o6ecneuenuu UCII/IH;
—  oOsagaeT nosiHO#M uH(popMaIell 0 TEXHUYECKUX CPEACTBAX U KOH(PUTypaluu

WUCTIx;
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—  HMMEET JOCTYN KO BCEM TEXHHUYECKHM CpEeACTBaM 00pabOTKH MH(pOpMAIMH U
nanaeiM UCIT/IH;
— o0sagaer mpaBaMM KOH(UIypUpOBaHHSA M AJIMUHUCTPATUBHON HaCTpONKH

texHnueckux cpencts UCII/H.

AI[MI/IHI/ICTDaTOD 0€3011aCHOCTH

Anvunuctpatop Oe3omacHocTH, cotpyaHuk — OOO «Anpraup CMy,
OTBETCTBEHHBIN 3a  (QyHkiuonupoanue C3II/H, BKiIO4ast 0OOCIy)XKHBaHHE U
HACTPOMKY aIMUHUCTPATUBHOM, CEPBEPHOUN U KJIMEHTCKOM KOMIIOHEHT.

AnmunucTpatop 6e3o0macHoCcTd 00Ja/1aeT CIEAYIOIIUM YPOBHEM JOCTYIa U
3HAHUM:

—  oOnanmaet npaBamu Anmunuctparopa UCII/IH;

—  obOumagaet nonHoi undopmarueit 06 UCIH;

—  WMEEeT JOCTYyN K CPENICTBaM 3alUThl HHMOOPMAITUU U MPOTOKOJIUPOBAHUSI U K
yacTH KIro4eBbIx aneMeHToB UCII/IH;

AJIMUHHCTpATOp OE30MaCHOCTH YIOJIHOMOYEH:

—  peanu3OBBIBaTh TOJUTHUKM Oe3omacHocTd B yactu Hactporku CK3U,
MEXCETEBbIX JKPAaHOB M CHUCTEM OOHApyKEHUs aTaKk, B COOTBETCTBUU C
KOTOpbIMU ~ ToJib30Barenb  (Onepatop APM) mnomyyaeT BO3MOXKHOCTH
pabotath ¢ anementamu MCII/IH;

— OCYHICCTBJIATh ayJAUT CPCACTB 3allIUThI;

Oneparop APM

Oneparop APM, corpygauxk OOO «Anpraup CM», OCYIIECTBIAIOLINNA
o6padotky II[In. O6pabdorka IIJIH BkIrOYaeT: BO3MOXKHOCTH mpocMotpa I1J1H,
pyunoit BBog [1/1n B cuctemy UCII[AH, ¢opmupoBaHue cpaBoK U OTYETOB IO
uHpopmanuu, nonyuyenHon uz MCIII. Omneparop He uMMeeT MOJHOMOYHUN st
ynpasieHus nojacucreMamu oopadbotku ganubix u C3I1H.

Omnepatop UCIIJIn obmagaeT ciemyonuM ypoBHEM JOCTYIIA U 3HAHUIA:
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o0namaer BceMH HEOOXOIMMBIMH aTpuOyTamu (Hampumep, maposieMm),
o0ecrneynBaroIMMHU JOCTYN K HEKOTOpoMy noaMHOkecTBY [1/1H;

pacmoJaract KOH(bI/I,HCHHI/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.
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6.TpeGoBanus Kk nepcoHay no odecnedeHuro 3amuTol [0

Bce corpynuuku OOO «Anbraup CMy, gBastomuecs: MOJIb30BATEISIMU
NUCTIIH, 10mKHBI Y€TKO 3HATh M CTPOrO BBINOJIHATH YCTAHOBJICHHBIE MpaBUiia U
00s13aHHOCTH TI0 JIOCTYIy K 3alUIIaeMbIM 00BEKTaM U COOJIOJACHUIO MPUHATOTO
pexuma 6e3omacHoctu [1/1H.

[Ipyn BCTymJI€HUH B JOJDKHOCTH HOBOTO COTPYJIHHKA HEMOCPEICTBEHHBIN
HAYaJIBHHUK TIOJPA3/eICHNs, B KOTOPOE OH TOCTYIAeT, 00s3aH OpraHU30BaTh €ro
O03HAKOMJIEHHE C JIODKHOCTHOM HMHCTPYKIIMEH U HEOOXOAMMBIMU JOKYMEHTaMH,
periaMeHTUpyromMHu TpeboBanus o 3amure [1/[H, a Takke 00ydeHue HaBBIKaM
BBITIOJIHEHUSI TIPOIEYP, HEOOXOAUMBIX JUIsl CAHKIIMOHUPOBAHHOTO UCIIOJIH30BAHUS
NCII .

CoTpyaHuK JODKEH OBITh O3HAKOMJIGH CO CBEACHUSIMH HACTOSIIEH
[Tonutuku, npuHATHIX npoueAyp padotsl ¢ anementamu UCITx u C3I1/H.

Cotpyauuku OOO «Anbranp CM», UCHIONB3YIOMINE TEXHUYECKUE CPEACTBA
ayTeHTU(PUKaIUKU, JOJKHBI OOecreunBaTh COXPAHHOCTb HWIAECHTU(UKATOPOB
(anekTpoHHBIX Kitodel) u He gomyckatb HCJ/[ k HUM, a Tak k€ BO3MOXKHOCTb UX
yTEPU WM  HCHOJb30BAaHMUS TpPEThbUMH JuiaMu. llonmb3oBarenu  HeCyT
MEPCOHATILHYIO OTBETCTBEHHOCTD 32 COXPAHHOCTh UACHTU(HUKATOPOB.

Corpyaauku OOO «Anbraup CM» IOKHBI CIEI0BATH YCTAHOBJIECHHBIM
nporeaypaM TojjiepkaHuss pekuma OesomacHoctr [IJlH mpu  BeIOOpe u
UCIIOJIb30BAaHUU TMapoJied (€Cau HEe HUCHOJb3YIOTCA TEXHUYECKHE CpEeJCTBA
ayTeHTU(PUKAIINH).

Cotpynaukun OOO «Anbraup CM» J0MKHBI 00€CHIEUMBATh HAJICKAITYIO
3alUTy 000pY0BaHMS, OCTaBIsIEMOro 0€3 MPUCMOTpa, OCOOECHHO B TE€X CIydasx,
KOrJa B NOMENIEHHWE HMMEIOT JOCTYN NOCTOpOHHUE Jnia. Bce mnonb3oBarenn
JIOJDKHBI 3HaTh TpeOoBaHusi 1o Oe3omacHoctd [IJIH W mpouemypbl 3alTUTHI
o00Opy10BaHUs, OCTaBJIEHHOTO 0€3 MPUCMOTpa, a TaKKe CBOM OOSI3aHHOCTHU IO

00€ECITIEYEHHUTO TAKOM 3aIUTEHL.
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CoTpyaHuKaM 3anpelaeTcss YCTaHaBJIMBATh ITOCTOPOHHEE IMPOTPAMMHOE
oOecrieueHne, TMOAKIIOYATh JMYHbIE MOOWJIBHBIE YCTPOWCTBA U HOCHUTENIH
uH(pOpMalInK, a TaK KE 3aIUChIBATh HA HUX 3aLUIIAEMYI0 HH(POPMALHUIO.

CoTpynHUKaM 3ampeliaeTcs pasriamarh 3alifiiaeMyio  HH(OopMalmio,
KOTOpasi CTajla UM M3BECTHa Npu pabdore ¢ uHpopMamoHHbIMu cucreMamu OO0
«Anpranp CM», TpeTbUM JIMIIAM.

[Tpu pa6ore ¢ I1Jn 8 UCITIu cotpyanukun OOO «Ansranp CM» 00s13aHbI
o0ecneunTh OTCYTCTBHUE BO3MOXKHOCTH mpocMoTpa IIJI[H Tperbumu nuumamu c
MOHUTOPOB APM wniu TepMHHAIIOB.

[Tpu 3aBepriennn padotsl ¢ UCII[AH coTpyauuku o0s3anbl 3amiuTuTh APM
WIA TEPMUHAJIBI C TIOMOIIIBIO OJIOKMPOBKH KIFOYOM WJIM KBHUBAJIEHTHOI'O CPEICTBA
KOHTPOJISI, HampuMmep, AOCTYIIOM IO MapoJilo, €CIM HE HCIONb3YyITCs Ooee
CUJIBHBIE CPEJICTBA 3aILUTHI.

Cotpynauku OOO «Anbsraup CM» 10JKHBI OBITH TPOMH(POPMUPOBAHBI 00
yrpo3ax HapylleHus pexkuma OezomacHocTd IIJIH M OTBETCTBEHHOCTH 3a €ro
HapyimieHne. OHU JOJDKHBI OBITh O3HAKOMIJIEHBI C YTBEPKIACHHOM (hOpMaIbHOU
IPOLETYPON HAJIOKEHHS AUCLUIUIMHAPHBIX B3BICKAHUI HA COTPYAHUKOB, KOTOPBIE
HapyIIWJIU IPUHATHIE IOJIMTUKY U poueaypbl Oe3onacHoctu [1/1H.

CotpynHuku 00s3aHbl 0€3 MPOMEIJICHUS CO00IIaTh 000 BCeX HAOII0JaeMbIX
WIM TIOA03pUTENbHBIX ciaydasx padborel UCIIJIH, Morymux moBiedb 3a coOoi
yrpo3bl Oe3omacHoctu [IJIH, a Takke O BBISBICHHBIX HMMH COOBITHSX,
3aTparuBamux Oe3omacHocTh [IJIH, PYKOBOACTBY MOApa3AeieHUS W JIHILY,

OTBEYAIOIIIEMY 32 HEMEJICHHOE pearnpoBaHue Ha yrpo3bl 6ezomacHoctu [1]1H.

JloskHOCTHBIE 00s13aHHOCTH MoJib3oBaTesed UCIIIn
JomwkHocTHBRIE  00s3aHHOCTH — moib3oBareneid  MCII/ln  ommcanbl B

CJIEIYIOIUX TOKYMEHTAX:
—  HWucrpykuus agmunuctparopa UCI/IH;
—  Huctpykuus anmunuctparopa 6e3omnacuocta UCIIH;

—  HWucrpykuus nonbs3osatens UCI/Ix;
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- I/IHCTPYKI_[I/UI IMOJIB30BAaTCJIA [P BOBHUKHOBCHUN BHCIONTATHBIX CHTyaHHﬁ;

OTBeTCTBEHHOCTH COTPYIHUKOB
B cootBerctBuM co c1. 24 DenepanbHoro 3akoHa Poccuiickoit @enepannu

oT 27 uronst 2006 r. No 152-®@3 «O nepcoOHAIbHBIX TaHHBIX)» JIMIA, BUHOBHBIE B
HapyleHuu TpeboBaHuil naHHoro denepanbHOro 3aKOHA, HECYT TPAXIAAHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JTUCHUILUIMHAPHYIO U UHYIO MPEITYCMOTPEHHYIO
3aKOHOJATENBCTBOM Poccurickoni denepanu OTBETCTBEHHOCTb.

JeticTByroree 3akoHoAaTeNbCTBO PD mo3BossieT npeabsaBiaiaTh TPeOOBAHUS
no oOecnedyeHuto Oe3omacHOi paboThl €  3amMinaeMoil uHpopMauuend u
NpPEAYyCMaTPUBAET OTBETCTBEHHOCTh 32 HAPYLICHHE YCTAHOBJEHHBIX MPABUII
sKkcruryaTaiu OBM u cucteM, HempaBOMEpHBINA JOCTYH K UH(DOPMAIIMH, €CITH 3TU
JEHCTBUS MPUBEIHN K YHUYTOXKEHUIO, OJTIOKUPOBaHUI0, MoAU(UKauu HHpopmanuu
Wi HapyueHuto padbotel DBM unu ceteil (cratbu 272,273 u 274 YK PO).

Anvunuctpatop MUWCII[lH wu anMuHHCTpaTop OE€30MACHOCTH  HECYT
OTBETCTBEHHOCTb 32 BCE NEHUCTBUS, COBEPIICHHBIE OT UMEHU UX YYETHBIX 3allUCen
WIM  CHUCTEMHBIX  Yy4YeTHBIX  3alucei, ecaum  He  JokazaH  (akr
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3aMUCEH.

[Ipn napymenusx corpyaaukamu OOO «Anpranp CM» — monp3oBaTenei
NCTIJIa npaBwi, cBsizaHHBIX ¢ 6e30macHOCThIO [1/IH, OHM HECYT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO JIEMCTBYIOIIMM 3aKOHOAATEILCTBOM Poccuiickon denepamnuu.

[IpuBeneHHBIE BBINIE TPEOOBAHUS HOPMATUBHBIX JOKYMEHTOB IO 3aIlUTe
uH(pOpMaIUU JOJDKHBI ObITH OTpakeHbl B [lomoxkenusx o moapazaenenusx OO0
«Anbpraup CMy, ocymectristomux oopadotrky I1/Jn 8 UCIIJIH 1 10MIKHOCTHBIX
UHCTPYKIUAX coTpyaHUKOB OO0 «Anpranp CM».

Heobxoaumo BHectn B [lomoxenuss o mompaznenenusix OOO «Anbraup
CM», ocymectBisitouux obpadotky Il B  WCI[In cBemenuss 00
OTBETCTBEHHOCTM WX PYKOBOJUTENEH M COTPYJHUKOB 3a pasrialieHue u

HECAHKIIMOHUPOBAHHYIO Moaudukanuo (uckaxenue, panbcudpuxanuro) I1/1H, a
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TAK’KC 3a HCHIPABOMCPHOC BMCIIATCIILCTBO B IPOLCCCHI UX aBTOMaTHBHPOBaHHOﬁ

00paboTKwu.
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7.CIINCOK HCNO0JIb30BAHHBIX HCTOUYHHKOB

OCHOBHBIMH HOPMATHBHO-NIPABOBBIMHU M METOAUYECKUMH
AOKYMEHTAMHU, HA KOTOPBIX 0azupyercsa HacTosimas [lonuTuka, IBISIOTCA:
@enepanpHbiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHaNbHBIX
naHHbix» (manee — D3 «O mepcoHANBHBIX [AaHHBIX»), YCTaHABIUBAIOIIHIA
OCHOBHBIE MPUHIMIBLI U YycloBus o0pabotku [IJ[H, mpaBa, 00sI3aHHOCTH U

OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIEHHH, CBA3aHHBIX ¢ 00padoTkoii [1/1H.

«TpeboBaHusi K 3alIUTe NEPCOHAIBHBIX MTAHHBIX MpPH HX 00paboTKe B
UHPOPMALIMOHHBIX ~ CHUCTEMaX  IMEpPCOHANBHBIX  JAHHBIX»,  YTBEP)KIECHHOE

ITocranosnenunem IIpaBurenscrBa PO ot 01.11.2012 . Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTAX OOpPabOOTKM TMEpPCOHANbHBIX JIAHHBIX,
OCYILECTBIIIEMON 0€3 MCHOJB30BAHUS CPEJCTB aBTOMATH3ALMMU», YTBEPKIACHHOE

[Toctranosnennem I[IpaButensctBa PO ot 15.09.2008 r. Ne 687.

«TpeboBanus K MaTepUaIbHbIM HOCHUTEJSIM OMOMETPUYECKUX
MEPCOHAIBHBIX JAHHBIX M TEXHOJOTIWSM XpPAaHEHUs TAaKUX JAHHBIX BHE
WHQOPMAIIMOHHBIX ~ CHCTEM  MEPCOHAJIBHBIX  JAHHBIX»,  YTBEPKJICHHbBIC

[Tocranosnenuem I[IpaButensctBa PO ot 06.07.2008 r. Ne 512.

HopmatuBHo-meTomuueckue mokymeHTol DenepanpHoil  CiykObl 110
TEXHUYECKOMY U DOKCIEepTHOMY KOHTpoiito Poccuiickoit deneparuu (nanee -
OCTIOK Poccun) nmo obecnedenuto OeszomnacHoctv I[1/[H mpu ux oOpaboTke B

WUCITa:

bazoBas momens yrpo3 0€30MacHOCTH IEPCOHANBHBIX JAaHHBIX TIPH HX
o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JaHHBIX, YTB. 3aM.

nupektopa @CTOK Pocenn 15.02.08 r.
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MeTonuKa OIEHKH yrpo3 0e30MacHOCTH HMH(QOpMaIMy, YTBEPXKICHHAs

®CTIK Poccun 5 despans 2021 roxa.

TIpuxaz ®CTIK Poccun Ne 21 ot 18 despaist 2013 roaa «O0 yTBEepX ACHUHU
CocTaBa U CONEPKAHMS OPTAHU3AIMOHHBIX U TEXHHYECKUX MEp IO 00eCIeIeH IO
6e30MaCHOCTH MEPCOHATBHBIX JAaHHBIX IPH MX 00paboTke B HH(QOPMAIHMOHHBIX

cucTeMax NepCOHAJIBHBIX JaHHBIX).

ITpuka3z DenepanpHOil ciryxOb! Ge3onacHocT Poccuiickoi denepanuu OT
10 wmons 2014 r. N 378 «O6 ytBepxnenun CocraBa ¥ COACpKaHHA
OpraHM3aLMOHHBIX W TEXHHYECKMX Mep MO 00eCIeyeHHIo 0e30MacHOCTH
epCOHATBHBIX JAHHBIX [P HX 00paboTke B HHQOPMAIMOHHBIX CHCTEMAx
[IePCOHANBHBIX JAHHBIX C UCTIOJB30BAHIEM CPEICTB KPUNITOrPApUIECKON 3aIlUThI
MH(GOPMAIINH, HEOOXOMMBIX JUIS BHIIONHEHHUs yCTAaHOBJICHHBIX IIpaBHTENECTBOM
Poccuiickoit Peneparnyii TpeOOBaHMM K 3allldTe TEPCOHANBHBIX MAHHBIX JUIS

KaXxXa0Tro u3 ypOBHefI 3ALIUIIEHHOCTH.

HauansHuK oTaea nepcoHana
B.B. Paquenko
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